C KaXXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 60JII>IJ.I€, da IIKOJIBHUKHW OJHH M3
caMbIX aKTHBHBIX IMoOJb30BaTeneld Pynera. Mexay Tem, NMOMHMO OTPOMHOTO KOJWYECTBA
BO3MOXHOCTEH, MHTEPHET HECeT W MpoOJieMbl. JTa MamsATKa JO0JDKHA MOMOYb Tebe 0e30macHo
HAaXOJUTHCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTEILHON OCOOEHHOCTBIO KOTOPOW SIBISIETCSI CIIOCOOHOCTH K pa3sMHOXeHHIo. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WJIM IOJHOCTBIO YHHYTOXXUTh Bce (ailiibl u
JTAHHbIE, MOJKOHTPOJBHBIE TOJH30BATENI0, OT MMEHU KOTOPOTo ObLIa 3amylieHa 3apakEHHas
nporpaMMa, a TakKKe MOBPEIUTh WM Jake€ YHUUYTOXKUTh OMNEPALMOHHYIO CHUCTEMY CO BCEMHU
¢aiinamu B 11esioM. B G0bIIMHCTBE CilyyaeB pacIpOCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yit cOBpeMEHHbIE ONEPAlMOHHBIE CUCTEMbI, UMEIOLINE CepPbE3HbBII YPOBEHD
3alUThI OT BPEAOHOCHBIX IPOrpaMM;

2. IlocrossHHO ycraHaBiaMBai mauTd (UUGPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATUYECKH
YCTAHABIIMBAIOTCS C LENbI0 JOPaOTKU IPOrpaMMbl) U JApyrue OOHOBIEHUS CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OpULIMANBHOTO caiiTa pa3paboTunka
OC. Ecnu cymniecTByeT peKuM aBTOMATUYECKOTO OOHOBIICHUSI, BKIIFOYH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE MO/ IPaBaMU I10JIb30BATENs, @ HE aIMUHUCTPATOpA.
OTO0 HE MO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IMPOTrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE ITPOrPaMMHBIE MTPOIYKThI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHNME HOCUTETN UH(OpMAIK, TaKue Kak (hielka, TMcK win (ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He otkpbiBail KOMIbIOTEpHBIE (ailiibl, MOJyYEHHbIE U3 HEHAJEKHBIX HNCTOUYHUKOB.
Haxxe Te aiinbl, KOTOpble MpuUCIad TBOM 3HaKoMblid. Jlyuiie yTouHu y Hero,
OTIPABJISUI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - 310 He B mepeaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIHIIb OpeH 1, Mapka. Emre
B 1991 rony Hunmepmanackas kommnanus 3apeructpuponana openn « WECAy», uto o6o3Hadamo
cioBocouetanue «Wireless Fidelity», KoTopblii mepeBoaAUTCS Kak «OecIpoOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHH JoluIa apyras a0OpeBuarypa, KOTOpas SIBISIETCS TaKOW ke
TexHoyioruei. 3to abopesuarypa «Wi-Fi». Takoe HazBaHuMe OBIIO JaHO C HAMEKOM Ha CTaHIAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAS TOYHOCTHY.

Ja, OGecrmaTHBI WHTEPHET-AOCTYI B Kade, OTENSIX U adporopTax SIBISETCS OTIWYHOU
BO3MOXKHOCTBIO BBIX0JIa B MHTepHET. HO MHOTHE 3KCIEpThl CYMTAIOT, YTO OOMIEA0CTyIMHbIE Wi-
Fi cetu He saBnsAroTCS OE30IIaCHBIMMU.

Cogersl 110 Oe30macHOCTH pabore B 00mIeA0CcTymHbIX ceTsix Wi-fi:

1. He mepemaBaii cBoro nuuHyro HHpopManuio depe3 obmenoctynubie Wi-Fi cern.
Pa60Ta${ B HHUX, XCJIATCJIIbHO HC BBOAWTL HApPOJIU OOCTYyIA, JIOTHUHBI W KAKHC-TO
HOMEPA;


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

2. Hcnonp3yii 1 OOHOBIIANM aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. TeM cambIM ThI
o0e3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi oTtkmoun ¢ynkiuio «OO0mmii goctyn k (dainam u
npuHTepam». JlaHHas QyHKUMS 3aKpbiTa O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIN aKTUBUPYIOT €€ 1Sl yA00CTBa UCIONIb30BaHus B paboTe mim yueoe;

4. He ucnonw3yit nyomuunsii WI-FI ays mepenaym NHYHBIX JaHHBIX, HAPUMEp IS
BBIXOJ/Ia B COIIMAIILHBIC CETH WJIH B JICKTPOHHYIO MTOUTY;

5. Hnonp3yit Tonpko 3ammineHHoe coeauHeHnue dyepes HTTPS, a nwe HTTP, 1.e. mpu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wMmoGwibHOM Tenedone orkaroun  Gynaknuio  «[logkarouenne k- Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTHYECKOr 0 MOAKIFOYEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacus.

COZ/;MClﬂbele cemu

ConuanbHble CETH aKTUBHO BXOST B HAIly XH3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT
TaM IMOCTOSIHHO, a B Facebook yxe 3apeructprupoBaH MUIUIMAP]] YEIOBEK, UYTO SBISETCS OJIHOU
cebMOM BceX JKHUTeNell mMmiuaHeThl. MHOTHME MOJb30BaTeNd HE MOHUMAIOT, YTO HHGopMaIus,
pa3MelIeHHass UMM B COITMATIBHBIX CETSIX, MOXKET OBbITh HaWJIeHA M MCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE€ HE 0053aTeTbHO ¢ OJIaTUMH HAMEPEHHSIMH.

OcHoBHBIE COBETHI 110 0€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannup cnucok apys3eil. ¥ 1e0s B JIpy3bsiX HE JOJDKHO OBbITh CIydyalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3ammmai CBOI YacTHYIO KWM3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, Jary
TBOETO POXKACHUSA W JAPYryl0 JUYHYI0 HH(POPMALHUIO. 3IO0YMBIIIJICHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpMalMIO O TOM, KaK Thl U TBOU POAMUTENH IUIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3ammimai CBOIO pPermyTaIuio - JePXKHU €€ B YICTOTE U 3a7aBaii cebe BOIpoc: XoTes Obl
ThI, YTOOBI JApYyrHe MOJb30BaTeNIM BUJENH, UYTO Thl 3arpyxaeus? Ilogymaii, npexnae
4YeM YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3arPy3HTh;

4. Ecnu Thl TOBOPHIIb C JIIOJIBMH, KOTOPBIX HE 3HACIllb, HE MCIIOJB3YH CBOE pealbHOE
UMS U JIpYTyI0 JUYHYI0 HMHGOpMAlUMU: HMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
poyee;

5. M3bGerait pazmenienus: ¢pororpaduii B aTEepHETE, T/I€ THI N300paKEH HA MECTHOCTH,
10 KOTOPO! MOYKHO ONPEJEIIUTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucTparyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BaTh CIOXHBIE TTAPOJIH,
cocTosIre U3 OyKB U IU(P U ¢ KOTUIECTBOM 3HAKOB HE MEHEeE §;

7. Jlns conumanbHOM ceTH, MOYTHl U JIPYTHX CATOB HEOOXOJMMO MCIOJIB30BaTh pa3HbIE
naposi. Torza eciau TeOs B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKU TOIy4aT JOCTYI TOJBKO
K OJJTHOMY MECTY, a He BO BCE Cpasy.

DnekmponHvle OeHbU

DOJNEeKTPOHHBIE JE€HBIM — 3TO OY€Hb YJOOHBIN CHOCOO IIaTeXeH, OHAKO CYILIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIE€HBIH.

DNEeKTPOHHBIE JIEHbIU MOSBUIUCH COBCEM HENAaBHO M MMEHHO M3-3a 3TOr0 BO MHOT'HMX
rocyaapcTBax 0 CUX IMOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT M O HHMX YyX€ MPOMHCAHO B 3aKOHE, T HX
pa3lensioT Ha HECKOJbKO BHJIOB — AaHOHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
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AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MPOBOJUTH Omepanuu 0e3 HIeHTH(PHUKALUu
[I0JIb30BATENs, @ B HEAHOHUMHBIX WIACHTU(UKALMY [10JIb30BaTENs SABIAETCS 0043aTEIbHOM.

Taxxke cieqyer paznuyarh 3JIEKTPOHHBbIE (UATHBIE JEHBIU (PaBHBI rOCYJApCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIU (HE paBHBI TOCYJIAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€301MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOMIIBHBIN TenedoH. DTO caMmblii YIOOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTBH JOCTYN K cuery. [IpuBs3aHHBIA Tene(oH MOMOXKET, eciau 3a0y/elb
CBOM IUIATEKHBIM MapoJib WK 3alJIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcmonp3yii omHopaszoBble mapoiu. Ilocne mepexoma Ha yCHICHHYIO aBTOPU3AIMIO
Tebe yxe He OyJeT yrpoXKaTh OMacHOCTh KPayku WIIM MepeXBaTa IIaTeXHOro MapoJis;

3. BwiOepu cioxsbiii mapoib. [IpecTymamkam OyneT HE MPOCTO yraaaTh CIIOXKHBIN
napoJib. HaziesxHpie napoiim — 3To mapoiu, KOTOPbIE COJIepKaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U MIPOMUCHBIC OYKBBI, U(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, pyHTa, BOCKIHUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JAHHBIC HA CalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DneKTpOHHAas oYTa — 3TO TEXHOJIOTUS U MPEAOCTABISIEMbIE €10 YCIYTH IO NMEPECHUIKE U
MOJTYyYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE pACIpPEAENIOTCS B KOMIIBIOTEPHOW CEeTH.
O6bruHO AIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIOJb30BaTeNA(@uMs_ToMeHa. Takxke KpoMme TMepeAadyd IMPOCTOr0 TEKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHON TOUTOM:

1. Hano BeIOpaTh MpaBUIIbHBIN MTOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHON modYTe auuHyl0 uHopMarmio. Hampumep, mydiie BEIOpaTh
«My3BIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yii MIByXdTAaTHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TIapOoJIsi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cnoXXHBIM Mapoib. s KakI0Tro MOYTOBOIO SIIMKA JIOJKEH OBITh CBOM
HAJICXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ectb BO3MOXXHOCTh HAaNMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, WCIIONB3YH 3TY
BO3MOKHOCTB;

6. Hcnonp3yld HECKOJBKO TOYTOBBIX SIIIUKOB. [IepBBIA i YacCTHOH MEPErrcKu C
azpecaTaMM, KOTOPbIM Tbl JOBEpsACLIb. JTO DSJIEKTPOHHBIM aJpec HE Halo
MCIOJIb30BaTh IPU PETUCTpalUU Ha GOopyMax U caiTax;

7. He otkpbiBail (aitnbl U Ipyrue BIOKEHUS B MUCbMax Jake€ €CIM OHU MPUILIH OT
TBOUX Jpy3ei. Jlydilie yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoHuaHus pabOTHIl HAa MOYTOBOM CEPBHMCE MEpe]] 3aKPHITUEM BKIAJKH C
caifToM He 3a0yab HaXKaTh Ha «BbpIiTH».
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Kubepoynnune unu supmyanvroe uzdesamenbcmeo

KubepOymnmuHr — mpecieoBaHUE COOOMICHHMSIMH, COJIEPXKAIIUMH  OCKOPOJICHUS,
arpeccHio, 3aryruBaHue; XYJIUTaHCTBO; COIMATbHOE OOMKOTHPOBAHKME C MOMOIIBIO PA3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60i. JIyummii cioco0: mOCOBETOBAThHCS KaK ceOsl BECTHU W, €CIU HET

TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHa4alle YCIOKOMTbCA. Eciau Thl HauHelb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOpOJIEHMs, TO TOJBKO €lle OOoJIblLIe Pa30XIKellb

KOH(JIUKT;

VYnpasnsii cBoelt kubeppemnyranuei;

3. AHOHHMMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHHTH, KTO CTOHT 32
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTaHCKUH 00pa3 BUPTYyaIbHOH Xu3HU. IHTEpHET QUKCHpYET BCe

TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urhopupyil enuHuuHblii HeraTtuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOLICHUS
Jyudiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs: Ha Ha4albHOM cTauu;

7. ban arpeccopa. B nporpaMMax oOMeHa MTHOBEHHBIMU COOOLIIEHUAMH, B COLIUATIBHBIX
CeTSIX €CThb BO3MOYKHOCTb OJIOKUPOBKHM OTIPABKU COOOILIEHUI C OMNpeesIeHHbIX
aJIpecoB;

8. Ecim T1B1 cBuperens kubOepOymmHra. TBoum JEHCTBHA: BBICTYIUTH IPOTHB
npecienoBarelns, I0Ka3aTh €My, YTO €ro JeHCTBHMsI OLEHUBAIOTCS HETaTHBHO,
MOJAJEPKaTh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKash IOMOIb, COOOIIUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

no

o

Mobunvuviii menegon

CoBpemenHble cMapThOHBI U IUJIAHIIETHI COAEpPKAT B ceOe BIIOJHE B3POCIHbIN
(GyHKIMOHAT, W TEeMeph OHM MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMITBIOTEPAMH.
OpnHako, CpeACTB 3alIUTHI 7S TOJOOHBIX YCTPOUCTB MOKa OYeHb Majio. TecTupoBaHUE U TIOUCK
yS3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juis IIK, To e camoe kacaercd u
MOOUITBHBIX MPUIOKEHHH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JIOTHAJIN HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (yHKIMOHAJa BIJIEYET 3a CO0OM OOJBIIYI0 CIO0XHOCTH W MEHBIIYIO
3aIUIIICHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BHIMTYCKAIOT OOHOBIEHHS, 3aKPHIBAIONINE KPUTUUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI 111 0€30MMaCHOCTA MOOMIIHHOTO TeedoHa:

1. Hwuuero He sBiseTcs mo-Hacrosimemy OecriaTHbIM. Bynb ocTopokeH, Beab Korja
Tebe mnpeasaraloT OeCIUIATHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHl KaKHE-TO
IUTaTHBIE YCIIYTH;

2. Nlymaii, npexnae yem otrpaButb SMS, ¢oro mmm Buneo. Thl TOYHO 3HACIIb, T1I€ OHH

OyayT B KOHEUHOM UTOTE?

Heo6xoauMo 0OHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAaMMBI /111 MOOMITBHBIX TeJIe(DOHOB;

He 3arpyxail npunoxeHus: OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJEPKATh

BPEIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHuE;

ok ow
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6. Ilocne Toro kak Thl BBIAJCIIL C CaliTa, IJIe BBOAWI JHUHYIO WH(POPMAILIHIO, 3ali1 B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproaudecku nMpoBepsiii Kakue IIaTHbIC YCIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHHe OHJIElfIH-PII‘pLI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIUC PpPa3BJICUCHUAA,
O6’L€I[I/IH${I-OI_HI/I6 COTHH ThICAY YECJIIOBCK II0O BCEMY MHPY. I/IrpOKH HCCIICAYIOT I[aHHBIﬁ UM MHD,
06HIaIOTC$I ApYyTr C APYroM, BBIIIOJHAIOT 3aJaHusd, CPAKAIOTCA C MOHCTPAMHU U ITOJIYYAalOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IMOKYHIAKOT AUCK, OIUIAYUBAIOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME W pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT omacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTHU TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0Xo WIK co3JaeT Te0e HENPUATHOCTH, 3a010KUPYH
€r0 B CIIMCKE UTPOKOB;

[Toxany¥icds aIMMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 WIPOKa,
JKEJIaTEIbHO IPUIIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMarluio B mpodaiine urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopunaabHbIe TaTYU U MOJIBI,

Hcnonb3yi CII0KHBIE U pa3HbIE NTApOJIH;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYAaTh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwiune unu Kpaosica TU4HblX OQHHbIX

OObI4HOM Kpameﬁ ACHCI U ANOKYMCHTOB CCTOJHA YKC HHUKOTO HC y,Z[I/IBI/IfIJ_IB, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNIEPEMCECTHUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJIyY€HUH KOH()HICHIIMAIBHBIX JaHHBIX ITOJIb30BaTelieii — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Eciu ThI TOAO3peBaciib, 4TO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonp3yit Oe3omacHbple BeO-CaliThl, B TOM YHCIE, HHTEPHET-MAara3uHOB H
MTOMCKOBBIX CHCTEM;
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3. Hcnonp3yii ciokHbIE M pa3Hble Mapoid. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(MIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3aOM@IM, TO HEOOXOAMMO IpEXyNpeIuTb BCEX CBOMX 3HAKOMBIX,

KOTOpBIE JJ00aBIIeHbI Y T€0S B APY3bsiX, O TOM, YTO TeOs B3JIOMAIU M, BO3MOXHO, OT

TBOET0 UMEHM OYZET pacchlaThCs CIaM U CChUIKM Ha (DUILMHIOBBIE CANTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpeiBail (ailnbl U Ipyrue BIOKEHHUS B MUCbMAax JakKe€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. JIyulie yrouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WJIM MO3UTHBHAsA MH(popMauus B ceTu o Tede.
Kommpomerupyromas: uHGOpManusi pa3MelieHHass B MHTEPHETE MOXXET CEphe3HBIM 00pazom
OTpa3uTbcs Ha TBOEW peanbHOH xu3Hu. «LludpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe MecTo kuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJNMKAlUMKU JTUYHON HHpOpMAIH B
WNuTtepHere, HE TOHUMAsi BO3MOXHBIX MOCIEACTBUN. Thl Jake HE CMOXKEIIb JIOTalaThCs O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3all, cTajla MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuun, pasmemienue TBoux ¢ororpaduit M apyrue JeicTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, Kak Thl MX YAaIWIIb. [bl HE 3Haellb, KTO COXPAaHHI ITYy
UH(OpMalIKIO, ToTaNa M OHA B MOMCKOBBIE CUCTEMbI M COXpaHMJIACh JIU OHA, a TJIaBHOE: YTO
NOyMalOT O TeOe OKpYXKarollee JII0AHU, KOTOpble HaayT U yBUAAT 3T0. Halitu nHdopmanmio
MHOI'O JIET CHYCTSI CMOXeT 00l — Kak M3 J0OphIX MOOYXIEHHWH, TaKk U C HaMepeHUueMm
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aLIUTE HU(POBON pemyTauu:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJMKOBaTh M MepeaaBaTh y ceOs B OJore WiH B
COITMAJIHOM CETH;

2. B mactpoiikax mpoduis yCTAaHOBU OTPaHUYEHHUS Ha IPOCMOTP TBOETO MPOGUIIS U €T0
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3€ei»;

3. He pa3memaii u He yka3bIBail nH(OpMAIIHIO, KOTOpas MOXKET KOT0-TH00 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE IMKOJPHUKH— aKTUBHBIE TIOJIb30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIH30BAaHHME MHOTHMMH BO3MOKHOCTSIMH ITU(POBOTO MHpa
TpeOyeT coOII0IeHNsI PAaB HA MHTEIJIEKTYAIbHY0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHAsi COOCTBEHHOCTBY» OTHOCHUTCS K Pa3JIMYHBIM TBOPCHHSIM
YeJI0BEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOXYKTHI M YCIYyTM , W 3aKaH4YWBas KHHramu, (ortorpadusmMu, KHHOPWIBMAMH W
MY3BIKAIbHBIMU POU3BEICHUSIMHU.
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ABTOpCKHE ITpaBa — 3TO MPaBa Ha MHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYE€CTBE rapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyJeT HamnpacHBIM, AACT €My CIIPaBEJINBbIC
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOEro TPYAAd, MOJIYYHUTh U3BECTHOCTb U NPHU3HAHUE.
Huxkro 6e3 paspemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HWMIIOPTHPOBATH, IyCKaTb B NPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Hcnonp30BaHue «IMPaTCKOT0» MPOrPaMMHOTO 00eCeueHHsI MOXKET MIPUBECTH K MHOTHM
pHCKaM: OT MOTEpPH [IaHHBIX K TBOMM AaKKayHTaM J0 OJOKHMPOBKHM TBOErO YCTpPOWCTBaA, IJie
YCTAQHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTHU B CETH.

O nopmane

CereBu4oK.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CE€TH TOHSTHBIM U JIOCTYIHBIM SI3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OoOpaTUThCS 32 COBETOM. A TakKe NMPHUHSATH ydacTUe B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !


http://gimn-keg.ru/setevichok.htm

